2. ELK Config [T] -1

ELK Stack Config Value [T]

1. Filebeat Config [T]
1. filebeat Log Config []

(1] g (1
paths 111 /var/lo
essage
/home
ssage
/var/lo
ecure
g?gg_rs"’e— recursive [T1T] 1 [T 11 true
enabled
encoding W3CT I plain
exclude_lin MDD MO MM
es
include lin [0 OO MM [TT11]
es [11T]
[
harvester harvester] 1] (1T (] 01101 0117 16384
buffer 1711
_size M )
max_bytes [T 010 010 M M 10485

(10MB



[T 00

. json[IT1 !III

Jjson Jke S un%!:DrE]t;oDo ), oveDr]write_keys, expand_keys []
- keys under_root : [T1T] json[] json[]
(11

- overwrite_keys : [T 10 010 OO

(LTI
: expand keys : [T1[T1T]

add_error_key :

%ED ~error.message
Json

message_key : [T
mrmom 2 PR o

U

- document_id [ d0I

multiline  [T111 010 11

exclude fil path( 100000 M OO
es

ignore_old [T [0 T (00 (111 (10 [T

er
close_inact [TT [T 0 M M 00 M
ive

close_rena [IT1T]T0OO0M

med

close_remo [TT] (1111 harverster [J[1]
ved

close_eof EH mn |||||| ] JUENIE )
close_time MM MO MM

out

clean_inact inactive[T] 111 111 M
ive

clean_rem [TT1T] (11 [T (11 (1 (OITTTTT
oved (111

scan_frequ T I10 IO M M
ency

tail_files [ 0O0MOIOMMOI
mn )

json

(D 10

(rotate[I]]

[LIT1]
error.type:

true

false

0 (

true

10(0T

false



[T 00 (1]

symlinks  [TITTT [T [TIT] false
backoff [N IDODONMO (M
max_backo [T] [T T 0 0TI 010 M 0110 10(IT
ff 1
backoff fac backoff [TT] 11111 2
toer
harvester | (1T 010 M 00O 010 M harverster 0 (
imit M (111

* harvester : 1100 M MO0 MM M M

2. Logstash Config [T]
1.logstash config [T1T]

1. logstash[] input/ filter /output [T]]  Config 111

2. input: OO0 M (syslog, file, http, udp, snmp, s3 [T][1J ),
sincedb (inode, device numeber, file offset YOI logstash[]
IZIZIZIIZIJIZIl_F:| sincedb[] (T 0 U 10 00 01D [

3. filter : [IT1[1TJ Elasticsearch[] [11T] [T [T 11 [ [1J

4.output : [TT] [T (T 10 T

2. Input - File Config []

1] 00 (1]
ﬁ?veeck_arc [ [0 (0 00 0 false
validity

close old [TTTNMOOO MM 3600(
er

delimiter IO \n



discover i

ntern var Path[ 0T 00 1

st%_mterval%?

exclude
0]
exit_after [[1[IIT IO IO
_read (LI (1] )
truef] | IIEEIEEI
[ IFH

. #g_]éhecq&

ef. stat interval[] 500 500
}D[Ilé[[l |:l) 0

path[I] directory [JIT1T] T 00 11

(00 O 01

 mmitE™

110

COUllz]IEl

)

chun

file chunk([T]
_count []] an = 32, file_chun_size 32 |:|
file_chunc[IT11] block [T] chunk 117101 chunkT]
k size Oom .
file compl d
g%l%na P (rggle @I%%g@a%}d%gﬁ 00
file_complfile_complete_action [0 I
eted
_log_path
file_sort  pah D00 MO
by (last_modified, path [0 )
file sort ..
directi on file_sort_by[1 [IT] [T I [ T (11
(111 1] (asc, desc 111 )
* [ D D [ O 0
last_ modified + asc[] 11110 .
ignore_ol I SR T SRS oo
der LL
file_hand]
max_ope H bt files mm oy ) DD
n_files
mode 11 10 11 (ta|I read [J[1] )
read[]]] ED q gfnore older,
file . com eted_action, file_completedlog_path
il 00 I : start_postion,
close older
path 00 010 M M

o delete : [T1[T]

15(0)

false

46116¢
42738
903

delete

last_mc

ascC

4096

tail



olog: MO0 file_completed log path[][IT]011]

o log_and_delete : file_completed_log_path[ 1T 1T [0 M

o [T [T 111 [T

o [IT1 I ]

oread[l] :[0MIODOMOIIOMO

o tail T T OO [T [T &I 0

(1 Hiinjinnninng
i ti t )
Eé]c%zf_:db_c |||| imes aDrT:EJ 1 11 DS]II%Q%[D 2(0T
sincedb_p[l]]][li sincedb [T]1[1] (IODm ) <path.
ath >

/plugin:

_ uts/file
arice P~ [ (I 0 o DBOM  15(0D
nterval M
start_postlogstach[] [TTT] [T [T 1M end
ion (beginning, end 011 )
start_inte TN OO OO MM 1 (0O
rval

3. Input - beat Config []

(11 00 111
add_hostna 7.0.0(1T11T7
me
Cipher_suite [TIT][I1 1) [
S
client inacti
vity time out LLITTT] (T (110 (117 1] 60 ([
ecs_compati ECS; Elastic Common Schema [T] (dislabled, v1 disab
bility Om )
host [TT11] IP 0.0.0
include_code T[T true
c_tag

port 10 tcp/5



ssl 000 00

ssl_certificat ssl 1T 11010

e
ssl_certificat

e author ss| (I 011 [0 I

ities
ﬁsé':&‘%”edg[]? SSL handshake

ssl_key SSLUTTI 1]

SSL [ (PKCSS8 1111 )

ssl_key pass SSL[I]]  ssl key [IT1TJ

phrase
ssl_verify m SSL [ITIIIO MM (none,
ode peer,force peer (1] )

ssl_peer_met anjvue]rlz%l/]_]mﬂé%%az\ force_peer] (IO

adata

tls_max_vers SSLITI I [ O0 M

on

tls_min_versi SSLIIT] 1T [ 010 M

on

o disabled : ECS[T][ITI[11]

ovl : Elastic Common Schema V1
(pipeline.ecs_compatibility [T

o none : [(TTTTTT 010 M 011 M1

o peer : [IT] [T (10 OTT11 [

o

o force peer : peer[][11[] » 0 0 010 M I 7

TLS _ECDHE_ECDSA_WITH_AES 128 CBC_SHA256]@459cfcca

4.output - Elasticsearch Config[]

false

=
o
o
Ho

none

false

1.2



[IT1 0o (111

action MO IO . index
api_key elasticsearggl?_ i ||‘|l‘|l|||u| 0 (O aIn
bulk_path [T]1[111

cacert ssl [TT111] .cert[I1 pem [

cloud_aut elastic cloud [TT1] 1111
h

cloud_id elastic cloud [IT] id
doc_as_u document id[] elasticsearch(] 1] 1T]

psert T

document [T ID,

_id

g%i%Tﬁ"trJ‘p ECS; Elastic Common Schema [TT]  (dislabled, |disabled
vigm )

Eaé“fge—ty M1 elasticsearch [TT][1]

g?Tn_whit

elist

custem_h [J [0 0000 /000

eaders elasticsearch [TT] 1111 1]

healthche

ck_pa th head [IT] TTT (ITTTTT 0T
(00 (110 (0 [

hosts MO0 OO0 127.0.0.1

htt .

pre%?c,?%rrrm1 http (111~ 9zip [ 1 false

- Index Lifecycle Management(ilm

iim_enabl ("gi5sticsearch cluster 6.6.0, 2l auto

ed 110 (true, false, auto )

. ilm 11

ilm_patte | L HIHIH 0 MOn 6[T] ( now/d - 00C

rn

ilm_rollov . S C

er alias im0 00N OO sﬁmﬁfﬁpa‘



index II IIII 0m , T 11 [T

keystore [TT]I1T OII0 10000
’ (Jks M .pl2)
t
p%fgv? " keystore[] 1]
or

manage _t

empl ate [ I
paramete I  URLIIO M

rs
parent [T 1D

password SSL[IT] elasticsearch [TTT1] 11111
(11
path Elasticsearch[][1T] http [T

o index : logstash[] 1111 1T

o delete : ID[T][TIT] I

o create : [TT][1T]

- [ M oI m

o update : ID[T] 10 M IO

o disabled : ECS[T]ITI[I1]

ovl : Elastic Common Schema V1 [0
(pipeline.ecs_compatibility [TTT][1 )

o true : lifecycle [T]

o false : [IT]
o) ECS [T1TJ : ecs- logstash
o) ECS 11111 : logstash
o) ECS [T1TJ : ecs- logstash-%{+yyyy.MM.DD}
) ECS 1111 : logstash-%{+yyyy.MM.dd}

pipeline [T M 0 0T M

nil



pool_max (B A HHHHT T

pool max

per-r outputl] [TT] [(IT1] (11 (111 [(TT11]
oute™ 0

proxy http [TT]  proxy [ITJ [T [

recurrect IO OI retry (1]

_delay

geltir%/t_mltl retryJ[I]1  inerval

erval
retry ma

X inter [0 retry O interval
val

retry_on_ elasticsearch[] [T11] M 0111 1
conflict

routing  [IT1 010 1 00 (1T
script (LI (00 OO0 O O [

script_lan scriplt EH T Elasticsearch 6.0
g [ L1
script_typ scriptIT] 1T 11 M . (inline,
e indexed, file Q1] )
script_var [T 0T 11
_name
scripted_ true[IT] 1110 111
upsert
sniffing  Elasticsearch(] [T] (I11 [0 (11J
(T T
sniffing_d sniffing [T 1] interval
elay
sniffing_p 0T 0T 1 http 1]
ath
ssl ElasticSearch[ITIT] SSL / TLS[ITI 1]
ssl certifi
cafe v SSL [T T
erification

template [TT] [ITTT (00 (10

template [T
name

1000

100

inline

event

false

false

5(@m )

false

true

ecs_compat
yo oo



template

over write truel] [I11] [T 1] Elasticsearch[][1T]
(11 [T11]

timeout Elasticsearch[][T] 11 [[I]

truestore [N IODOMMM (.jks I

trbua(esztore trustore 1711 [T1T]

word

upsert document _id[] 1] 1] json[I1T1 111
(1]

user [T1 Elasticsearch [TTTT] 11T 1]

| 00 M

YRt 2re- keepalived[T] [T (I T

nactivity

version [T

o inline : [TIITT[TIT]

o indexed : Elasticsearch[] 11T [TI1] 1]

ofile : Elasticsearch[] [TTTTIT] 1T 1]

o ECS [T10 : ecs- logstash
0 ECS 11111 : logstash
version_t interval, external, external _gt, external gte,
ype force [J[TI]
interval : [T N OO OOMOO
g(%glr]rglme]xternal at : [T OO OO
Jajannjanjanunn
external gte : | [1[TT]
_gl | H (1]
[T T )
5. Filter Config [J
[T (LI
aggregate [T (10 [
alter mutate[IT] 11T M 00 M M
bytes [0 00 00
cidr [T11] ip [T
cipher M0

.pl2)

false

60 (I

10000 (



clone
csv
date

de_dot
dissect

dns
drop

elapsed

[T ]
[0 ()0 00 OO0 (00 110

logstash [TTTTT] (111 (11 (111 (11
M

[LTTTT] [T (1]

(LTI (O O T O [T
(10 T

DNS[I ]
[ O [
[0 [0 T [0

elasticsearch Elasticsearch[] 1] 111111

[
environment 110 O O0OOMOM
extractnumbe [TT1T] 111 [
rs
fingerprint [T OIOOIO MM
geoip ip[] 10 (T
grok (T (0 (0 O (0
http REST APIO IT1T1 M
i18n 10 M 1
java_uuid uuid] 10 010
jdbc_static  [[OIT
jdbc_streamin [T 110
g
json json 111 I M

json_encode
kv
memcached

metricize

metrics
mutate

prune

range

[0 011 json] M
Key - Value [T] 1111
memcached[] [T [T 1]

[0 0 0 10 1 i
(11 (111 / MO0

(1 [T

[ 11

black / whitelist[] [TT] [J (11 (I11J
[ (110 [T

[ 0 O 0 00 00 0 O (0

[



ruby ruby [ [
sleep [0 0
split 1T 0 0 00 (0 01

[
syslog_pri syslog] 110 110 01O 0117
threats_classi [TTT][T]
fier
throttle 1T 1]
tid (0 000 (70 000 0
translate TII0 0 yaml [I1T] hash(] 1]
truncate MO0 000 m
urldecode 10 URLO M OO OM
useragent 1T 0110 010 111
uuid 111 uuid{ ]
wurfl_device_ OS[T] 11 [ 010 IO M
detection
xml xmlI[] 110 11 kSearch /

Logstash(FielBeat) / Kibana [T1T]

3. ElasticSearch Config[]

(1]
path.data

path.log

cluster.name

node.name

network.host

discovery.seed

.hosts
cluster.

initial master

nodes -
bootstrap.me

mory_lock

jvm heap

4. Kibana Config [J

0o
[0

[T ]

(LT (L O 0 [
o ID
(T (0 [0 IPO M

IO O oo om oI o

Elasticsearch [T] 11 TIII [TIT
11 master 1117

h
| - Ll % 1 eateumeﬁ]mo)ry[l [L1T]

-Xmx, -Xms []]

[T

/var/data/elasti
csearch

/var/log/elastics
earch

elasticsearch

gbio

loopback[IT]
[

false


http://cluster.name/
http://node.name/

a0 (111 0o (1]

(1110 console.enabled [IIT1[I1] true
M1 csp.rules (I O 0110 0
(T (111
1T] csp.strict [T11] CSPITIMIITI M true
(0 [0 [0 [0
CSP
[(TTT] csp.warnLegacyBr | ””ﬂm il (csp.strict[] [true
owsers rue L )
elastics . .
earch ~ elasticsearch.cust [Elasticsearch[] [T IITI00 1]
omHeaders
ggarsctﬁcs elasticsearch.host [TT] 1] Elasticsearch URL m(t)gt
S 9200
ggar%tr',cs elasticsearch.ping Elasticsearch[] ping[] 11111 :jﬁ)%%o(
D Timeout (00 1)
s e Terew Elasticsearch0[M)  kibana (ITTL (@
|:|:| hitelist D:I:D Ll )
ggarsctgcs elasticsearch.shar elasticsearch[][1T] 111 11T [T 301?80(
11 dTimeout Im O )
ggarscﬁics elasticsearch.sniffl elasticsearch[T] [TTTT] 1] 1] faﬁﬁ (
[T nterval [T1T1] 1)
elastics . .
earch ~ elasticsearch.sniff [TTT] T T 17 false
[T OnStart elasticsearch [J[11][1]
g!aarsétrl]cs Srlwzai%%cnsggr%%ction elasticsearch [T][1111] elasticsearch false
Fault D:I:D [[[D
lasti i .Ssl. .
Sarch  SlwaysPresentcert elasticsearch) ([T (1] (ITIT false
ssl[T] ificate annlnn
elastics .
earch _ elasticsearch.ssl.c PEM[T] 1T OT1T1 (11 false
ssil  ertificate T[T
/
elasticsearch.ssl.k
ey
elastics elasticsearch.ssl. ,
earch  certificateAuthoriti €lasticsearch[T] [T [ (] (11T false
ssI|I|. es analnn
Sgar%tﬁcs elasticsearch.ssl.k [TIT I OID M false
ssil  eyPassphrase
elastics .
earch ~ elasticsearch.ssl.k [TT11] 111 [ (110 (T11 false

ssi] eystore.path PKCS#12[][117



elastics
earch

ssl[T]

elastics
earch

ssl[T]

elastics
earch

ssi[T].
elastics
earch

ssl[T]

elastics
earch

elastics
earch

[

elastics
earch

110

111

kibana
Elnap [

kibana
Elnap [

kibana
Elnap [

elasticsearch.ssl.k [T 0 1D 010 OI0
eystore.password

elasticsearch.ssl.tr elasticsearch[T] 111011 [1T]

uststore.path T OO

elasticsearch.ssl.tr
uststore. password W [T T (110 T

. elasticsearch SSL/TLS
elasticsearch.ssl.v 1] | [T (full, certifica[%lm

erificationMode none

full : [T

- certificate : (I [T [TIT]

-none : [T [T
elasticsearch.user elasticsearch[] 1111 1111 [T
name [T1 elasticsearch [TT][T]
elasticsearch.pass elasticsearch [TT1T1 111 11 17
word elasticsearch [TT][111]
enterpriseSearch.h [TTT1T 00 (M 010 URL
ost
interpreter.enablel visualize[T] (TT1T] (11T
nVisualize
kibana.autocompl elasticsearch(] [(T11] 11T
eteTimeout
kibana. .
autocompleteTerm €lasticsearch [TTTT [T [ [
inateAfter (0 00 [0 [0 [0
logging.dest kibana[T] T 11T
logging.json 1111 json[][1]
logging.quiet truel] 1T IO OO [ (M

[
logging.silent false[] (111 [0 [ (110 (110
[

logging.timezone [TI1T1[1]

logging.verbose  true[] (1T]ITT 0 T
(111

map.includeElastic Elastic Maps Servive[] 1] 11
MapsService T [1

g]r?)l_?(yElasticMapsS kibana[] I 1] map[] app[] elastic
ervicelnMaps maps service[][T]

map.regionmap [0 O0O0DO0D OO

full

true

1000 (
i

100000

stdout
false

false

false

false
true

false



kibana
Elnap [

kibana
Elnap [

kibana
Elnap [

kibana
B"ap [

kibana
Elnap i

kibana
IEInap [

kibana
lr]nap [

kibana
Elnap [

kibana
Elnap i

kibana
Elnap i

kibana
map (]

map.regionmap.la
yers[].attribution
map.regionmap.la

yers[].fields[]

map. reglonmap la
yers[].fields[].
description

map.regionmap.la
erg[]f?elds[] p-1a
name

map.regionmap.la
yers[].name
map.regionmap.la
yers[].url
map.tilemap.optio
ns.attribution
map.tilemap.optio
ns.maxZoom
map.tilemap.optio
ns.minZoom
map.tilemap.optio
ns.subdomains

map.tilemap.url

newsfeed.enabled
path.data
pid.file

ops.interval

ops.cGroupOverrid
es.cpuPath

ops.cGroupOverrid
es.cpuAcctPath

server.basePath

server.publicBase
Url

map [(IT]  geojson[II] ]
map [11] [T [TIT]

[0 11

[0 0 00 00 00 1T
[IT1T1

Elasticsearchdp 111111
[0 10

map [T T

map[ll] geojson(II]

[ [0 [T
[ [ 1]
[ [ 1]
[0 O [T

kibana(l [T T (11T

kibana uilTTT 10 [ [MJ
elasticearch(] 110 [ 00 M
kibana pid[1] [T

[0 0 00 00 0 (0 [

M 100 )
cgroup(Ill  cpu M

cgroup(IT]  cpuacct ][]

k|ban
kibna
server.rewri

[, 1] "/DIIDIII
M1 kibana[] 1110

URL

BasePath [1]] IR

geojson

geojson(]

10

url

/proc/self/
cgroup
/proc/self/
cgroup

URL
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HHHHHH

server.compressio [I] httpI I

n.enabled
server.compressio kibana

reverse prox
n. referrerV\‘l)hiteIist referer EI|:||I|I| P ht%%%

(server.compression.enabled[] 11T}

[ (1111 [T )
server.customRes kibana[IIT] [TITIT 111
ponseHeaders 111 /1
server.host (111 1] (IO I0m
)
server.keepaliveTi keepalived [T][1]
meout
server.maxPayloa [TIT1][1J payload[T]
dBytes
server.name kibana [T 1T [
server.port M0 M
server.requestid.al L ip[IT]
lowFromAnylp LT

server.requestld.ip X-Opaque-id [TT][I11]
Allowlist

server.rewriteBase kibaka[T]
Path rewrite[TT][1]

server.socketTime closed [T][1] 0TI
out

SSL server.ssl.certificat PEM[T] 111 (T (11
e / server.ssl.key [0

SSL server.ssl.certificat [T 0 [ 1110 11 [1J
eAuthorities

SSL server.ssl.cipherSu ssl [T1T]
ites

P 17

Elasticsearch

X- Opaque-

IPITT

reverse proxy[]] basepath

true

none

[

localhost

hostname

5601

false

120000 (
I)II

1)SSL


http://server.name/

H H

HHHHHBHHHHH

SSL server.ssl.clientAut [TTTT] I110 (110 (I (111
hentication 10

- required : [TTTTITTTT]

[0 (0 [ 0
-optional : TN ITO M
[

-none : [TT117] 11 ][]
SSL server.ssl.enabled kibana [I]] ssl [TT1]

SSL server.ssl.keyPass [1T1] 0[O0 IO T
phrase

SSL server.ssl.keystore [T 0 M OO OO
.path

SSL server.ssl.keystore [T 0 10 010 11 [T
.password

SSL server.ssl.truststor [TT1 [0 [ O I0 OTIII
e.path 1]

[T1 SSL server.ssl.truststor [T11] 11 10 OIT [T

1 e.password

[I1 SSLserver.ssl.redirect [T] http [I1] https(O 111110

1l HttpFromPort

[I1 SSL server.ssl.supporte[T1T] SSLTIT

1 dProtocols

TIT] server.xsrf.allowlis API [TTT] 1111
t

111 server.xsrf.disable ture[I]] kibana[T] (1T I [T
Protection [T1T]

L1T] status.allowAnony true[IT] 1111 O11T
mous

11 Elelllgvr\?cert]gyrigingOptl [T 0 M [ M
nStatus

L1T] telemetry.optin (IO OI0

(1111 telemetry.enabled [T 0O

(ITT] vis_type_vega.ena n |||ur”|:||:||:|| | m_m[l
bleExternalUrls rue

wack  BERNANCEetIe) xpack (D UIIDIIL

false

none

false

TLSv1.1,
TLSv1.2,
TLSv1.3

enable

false

false

true

true
true

false

true



true

false

xpack.rollup.enabl xpack [T] UI0 IO 01T

ed

xpack

[

[

kibak[IITTI (1] ]

en

i18n.locale

10

)
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